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Agenda:

 The need for a new approach to 
configuration management: Patch 
Management

 Workflow tools in general
 LANDesk Process Manager (LPM)
 Preview of LPM at LLNL
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Problem:  Patch 
Management
 Critical: Too important to get wrong
 Complex: Tedious, repetitive, and 

error prone
 Ubiquitous: Needed everywhere
 Impactful:  Errors can have serious 

consequences to mission



UCRL-PRES-231385

Criticality of Patch 
Management
Un-Patched XP – Hacked in an Hour: 
(source: SANS Internet Storm Center)
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Patch Management: Traditional 
Approach
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“Traditional” PM Tools at LLNL:

Patch Management: Current 
Tools
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Patch Management: Current 
Tools

 PROS of current tools:
Flexible
Scalable
Powerful Administrative Consoles
With diligence, they work!
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Patch Management: Current 
Tools

 CONS of current tools:
Administrators MUST use them
40 “active” patch administrators
Simple Deployment: 15 steps, 50 
options
Consoles are not automatable 
and are difficult to document

Patched By Exception Model
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Patch Management & The Deep 
Blue Sea
 At Best:

Lots of talented people working the 
same problem
Performing the same sets of tasks
Over and over

-OR-
 At Worst:

It doesn’t get done
Machines go un-patched
End users don’t know
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Patch Management: A New 
Approach

What’s Needed?
 Automated, process-driven approach

QA, Pilot, and Production deployment 
cycles

 Admins must act to PREVENT patch 
deployment

 Support for our diversity
 Extensibility
 End user visibility?

Patched By Default Model
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LANDesk Process Manager

Workflow Tools
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What is a Workflow?

Workflow is the operational aspect 
of a work procedure: 

 How tasks are structured 
 Who performs them 
 What their relative order is 
 How they are synchronized
 How they are tracked

(source: wikipedia)
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What are Workflow Tools?

Workflow tools provide the 
following services:

 Automation
 Coordination
 Visualization & Design
 Auditing & Reporting
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What are Workflow Tools?

Typical Elements of a Workflow 
Tool:

 Actions (task specific application 
code)

 Rules Engine
 Graphical Designer
 End User Interface(s)
 Programming Interface (API)
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What are Workflow Tools?

Commercial Examples:

 IBM WebSphere Workflow
 Microsoft BizTalk, Office Sharepoint 

Server and .NET Runtime 3.0
 LANDesk Process Manager (LPM)
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Key benefits of a Workflow 
Tool

 Decouples design and 
implementation

 Provides common framework for 
designers and implementers

 Self-Documenting
 Reactive
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LANDesk Process Manager

LPM In Detail
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What is LPM?

Typical Elements Plus Workflow 
Support For:

 Patch Management
 Software Distribution
 Inventory Control
 License Management
 Remedy/HEAT integration
 OS Provisioning
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What is LPM for Patch 
Mgmt?

Patch Management Capabilities:

 Automatic Download of Patch 
Content

 Automatic Patch Grouping
 Patch Approval Requests
 Automatic Patch Deployment
 Deployment Success/Failure 

Notification



LPM – The Designer

Drawing 
Surface

Tools 
Palette
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LPM – Built In Actions

System 
Actions

Patch 
Actions

Propert
yWindo
w

 General & Special 
Purpose Actions

 Type Specific 
Properties

 Wizards For 
Complex Actions
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LPM – Reporting
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LANDesk Process Manager

Preview of LPM for Patch 
Management @ LLNL



LLNL Patch Process – Overview

 

 Formalized 
Testing

 Coordinated 
Approval

 Delegated 
Deployment
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LLNL Patch Process – Patch 
Download & QA

Nightly download of 
new patch 
definitions from 
LANDeskCheck if any 

new content 
was 
downloaded

Sends an approval 
message to my 
team for approval 
to continueLANDesk 

Deployment 
Group 
Created

New Patches added 
to Deployment 
Group and 
deployed to QA 
clients

1

2

3

4

5
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LLNL Patch Process – The Pilot 
Test Phase

Call Web 
Service to get 
Pilot Group 
members

Send “Manual 
task” 
notification 
via email to 
appropriate 
people

6

8

7Deploy 
Patches to 
Pilot Test 

Users
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LLNL Patch Process – Institutional 
Approval

 PM group must explicitly Deny to 
halt the process

 Non-responders will auto-approve
 On Approval, Control passes to 

Directorates
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Patch Management: Benefits 
of LPM

What does this buy us?
Automated, process-driven 

approach
QA, Pilot, and Production deployment cycles

Admins must act to PREVENT 
patch deployment

Support for diversity
Extensibility
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Importance of End User 
Visibility in CM

But, What Happens If:

 Systems will fall through 
cracks

 Unresolved patch installation 
failures

 Bugs in the Process design
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LANDesk Process Manager

Prototype: LPM & End User Visibility
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LPM & End User Visibility

 Custom Written 
Application

 System Tray Icon
 Application 

communicates with 
LANDesk Process 
Manager

 Retrieves health 
information about itself

 Green Logo Indicates 
Health
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LPM & End User Visibility



UCRL-PRES-231385

Summary:  A Combined 
Solution

 LANDesk 
Enterprise Suite – 
Core Services for 
vulnerability 
detection and 
remediation

 LANDesk Process 
Manager – Workflow 
Services

 User Visibility - 
Custom LLNL app for 
end user visibility and 
control
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Questions?

THANK YOU!


