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Agenda:

The need for a new approach to

configuration management: Patch
Management

Workflow tools in general
LANDesk Process Manager (LPM)
Preview of LPM at LLNL
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Problem: Patch
Management

Critical: Too important to get wrong

Complex: Tedious, repetitive, and
error prone

Ubiquitous: Needed everywhere

Impactful: Errors can have serious
consequences to mission



Criticality of Patch
__ Management
Un-Patched XP - Hacked in an Hour:

(source: SANS Internet Storm Center)
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Patch Management: Traditional
Approach

_
~
* Review new patch content
* Determine which clients need patching
J
N
* Deploy to QA Systems
* Deploy to Production Pilot Systems
J
N

* Deploy to Typical Users
* Deploy to Sensitive Users
Track Progress / Resolve Failures

J
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Patch Management: Current

-b

“Traditional” PM Tools at LLNL:

»>

0 BIGFIX | Transition in progress: LANDeSkD

~9,000 | ~4,500 )

Clients Clients
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Patch Management: Current
To0ls

PROS of current tools:
Flexible

Scalable
Powerful Administrative Consoles

With diligence, they work!



Patch Management: Current
To0ls

CONS of current tools:
Administrators MUST use them
40 “active” patch administrators

Simple Deployment: 15 steps, 50
options

Consoles are not automatable
and are difficult to document

Patched Bv Exception Model:s



Patch Management & The Deep
Blue Sea

At Best:

Lots of talented people working the
same problem

Performing the same sets of tasks
Over and over

-OR-
At Worst:
It doesn’t get done

Machines go un-patched
End users don’'t know
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Patch Management: A New
Approach

What's Needed?

Automated, process-driven approach

QA, Pilot, and Production deployment
cycles

Admins must act to PREVENT patch
deployment

Support for our diversity
Extensibility

End user visibility?
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LANDesk Process Manager
SN

Workflow Tools
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What is a Workflow?

Workflow Is the operational aspect
of a work procedure:

How tasks are structured
Who performs them

What their relative order is
How they are synchronized
How they are tracked

(source: wikipedia)



What are Workflow Tools?

Workflow tools provide the
following services:

Automation
Coordination
Visualization & Design
Auditing & Reporting



What are Workflow Tools?

Typical Elements of a Workflow
Tool:

Actions (task specific application
code)

Rules Engine

Graphical Designer

End User Interface(s)
Programming Interface (API)



What are Workflow Tools?

Commercial Examples:

IBM WebSphere Workflow

Microsoft BizTalk, Office Sharepoint
Server and .NET Runtime 3.0

LANDesk Process Manager (LPM)



Key benefits of a Workflow
100l

Decouples design and
implementation

Provides common framework for
designers and implementers

Self-Documenting
Reactive



LANDesk Process Manager
EEEE

LPM In Detall
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What is LPM?

Typical Elements Plus Workflow
Support For:

Patch Management
Software Distribution
Inventory Control

License Management
Remedy/HEAT integration
OS Provisioning



What is LPM for Patch
Magmt?

Patch Management Capabilities:

Automatic Download of Patch
Content

Automatic Patch Grouping
Patch Approval Requests
Automatic Patch Deployment

Deployment Success/Failure
Notification



LPM - The Designer

I Fle Miew Corfigure Tools ‘Window  Help

|G b |28 8 4] e

Workflow conbent server

LAl i ittt

Mew warkflow 4 SMSG Desktop Patching

= ﬂé Wworkflows j Active Directory
#-£7 Change management
+ % Experimental / = HEAT
& Folder ~ .
HEAT autotask
1 e— 4 Drawin g &
1 7 Inventory management 4 SMSG DESHOP Patching W I = LAMDesk security management
#-[7] Operating system deployment
w-F 04 S u rfa C e @ Add vulnerabilities to a group
#-£7 Security management \’& Autofis vulnerabilitiss
o E gcg:;ngwamagemenlU h Create custom security group
5
+-C7] COMP #& Delete custom security group
g g:]erﬂfa'e Repair SMSG Deskiops € Get vunerabilties
4
+-(71 EED Q Scandrepair vulnerabilities
#-£7 ENG " . = LAMDesk service management
+-571 New vulnerability availabls
+-C7] NIF / g Add assignment
-0 Other . 58 Addnote
=-£1 Patch Success Failure B
1 Hew Patch Dowrload : a3 Addtask
2 Institutional Filot o Close incident
3 Institutional Approval
4 SMSE Desktap Patchi 7 #a. Createincident
Restart Institutional O y . 4 Getincident info
£ Securly request ﬁ Resolve incident
[ Server management Success Nofification Add vulnerabilities to a group Send e-mail
#-C Sottware distibution LAMDesk system managsment
#-C] test
-7 Workflow templates —| = System
Z Bssign manual task.
<
— | w2 Decision
x| CDmpIeled ::j Execute JavaScript
[ Ewxecuts program
:_a Execute SOL
;;Ja Execute VB script
Get approval
7 DaYS @ Maodify approvals
i 5 Modify manual tasks
5 @ Modify request information
@  Placshalder
X % Request information
Timed out k=] Send e-mail
E Timer
Jﬂ 'ﬁ Update request
ﬂ | 2 i Webservice

Iigsing or incomect information:

Resume emor checks >

THE -LAB we3-r

Tools
Palette
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LPM — Built In Actions

System

=l System

77 Assign manual task

w5
b o

YA o N EE VR[]

& M

Decizion

Ewxecute JavaScript
Execute program
Execute SOL
Execute VB zcript
Get approval

M odify approvals
kodify manual tasks
b odify request information
Flaceholder
Request information
Send e-mail

Tirner

lpdate request

“wieb service

Patch

- LaMNDesk gecunty management

@ &dd wulnerabilities b0 a group

“ra Autofin vulnerabilities

E

Create cusztom zecurity group
Delete custom zecurity group

Get vulherabilities

eeRy

Scandrepair vulnerabilities

Propert
yWindo
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General & Special
Purpose Actions

Type Specific

Properties

Wizards For

N
FAttnbutes - Get approval

= Auditing
Auditing template

E Comments
Approver's comments
Denier's comments

E Details

Default audit

[Marme] Get approval
E Due date
Due date
= E-mail
Approvers Contacts associated with this action

E -mail template Default E-mail
Muatification recipients Contacts azzaciated with thiz action

Auditing template
Template to uze for auditing thiz action



LPM —

Reporting

™
To do
%Reguests

Calendar

LANDesk® Process Manager

Filter: | By request ,v;
Filker by request [D: I:l
Request ID External systermn 1D | Status
(10888 _ B9S4ES ] coropleted ..

Q Cancel request | “ Pause request |@ FResume request

M To do | T Details | B Requester "_% Action history | @ Audit history | <& Graphical histon

&

b
[ foom in ][ Foorm out J[ Zoom to fit J[ Foom 1:1 J[ Frint. .. J
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LANDesk Process Manager
SN

Preview of LPM for Patch
Management @ LLNL
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LLNL Patch Process — Overview

“ Formalized gj“”*‘m'

Testing

- Coordinated
Ap p Fova I Institutional

Pilot Testing
“ Delegated
Deployment
Institutional

Directorate Patch Directorate Patch Directorate Patch Directorate Patch

A
=

Process Process Process Process
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LLNL FalCll Frocess — ralcri

Downl

oad & QA

1 New Patch Download and Institutional

LANDesk Workflow - Start new Patch Management Workflow? vnload of
J ldworkflow@lInl.gov
Sent: Frill/3/2006 12:40 PM
Ta @ David 1. Frye from
Check if any L ANDoek:
) e
new LANDesk LANDesk® Process Manager
was
dO\N' E=: To do
_ Details | Action | Request ID
%R_EEILS’ES View details Q0 10401
Wiew details Q0 10415
pif|Calendar i details Q0 10450
View details 10452
UU3, MSU3-UZ [.NSUS-UU T NISUG-USZ, wxrosa—w TWAP-SPZ

LANDesk
Deployment
Group
Created

Workflow ID: 74
@ @ Click here to see the details.

LANDesk Process Manager
|
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l

Add vulnerabilities to PRODUCTION
group

&

New Patches added
to Deployment

Group and
AdAenlovved ta OA



LLINL FaAlLCll FIrocess — 11e rFlioL
Test Phase 7

2 Insfitutional Pilot Call Web
Service to get
@ | & Pilot Group
1 Dla}r GetPilotMachine List memberS

Deploy 7 QB

PatCheS to RepairInstitutional Pi Motify Pilot Testers
Pilot Test ' \
Users v X

Send “Manual

Sucpess Failure
I ! task”
Y * ¢=8— notification
Institutional Pilot Successful Notification Patch.3 Institutional Approval Resolve Failures via email to
/ \ appropriate
%f’ 5? people
completed

/Dmphafj Mot
7

;

Institutional Pilot Successful Notification Patch 3 Institutional Approval
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LLINL FAdLCln Frocess — imnstitutiorial
Arnwh\,_\l

!
4
nstitutional Approval

‘EI/

% 4|
///—//—m;mlnt Group Approval 1 [ia*
X )

Y ' ' 4 E&J

4 ’ ' 4 4
OMT.ONT Desktop Patching EMG.ENG Filot Patching EED EED Fre-Fatching MIF.MIF PrePatching Auto-Approve Pending Reguests

.

- PM group must explicitly Deny to &
halt the process

~“ Non-responders will auto-approve

= On Approval, Control passes to
Directorates

=
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Patch Management: Benefits
of LPM

What does this buy us?

Automated, process-driven
approach
QA, Pilot, and Production deployment cycles

Admins must act to PREVENT
patch deployment

Support for diversity
Extensibility



Importance of End User
Visibility in CM

But, What Happens If:

Systems will fall through
cracks

Unresolved patch installation
failures

Bugs in the Process design



LANDesk Process Manager
SN

Prototype: LPM & End User Visibility
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LPM & End User Visibility

= Custom Written
Application

- System Tray Icon

= Application
communicates with

LANDesk Process
Manager

J Retrieves health
Information about itself

~ Green Logo Indicates
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LPM & End User Visibility

I -|SeverityCenter

Severity Center - Self-Service Management Portal

General Information | Patch Severity || Software Severity | Configuration 5 everity

Overall Severity Level:

Severity Index:

Fatch Severity Level:

Software Severity Level:

Configuration Severity Level
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Summary: A Combined

Y LANDesk
Enterprise Suite -
Core Services for
vulnerability
detection and
remediation

“ LANDesk Process

LANDesk
Manager - Workflow Enterprise

Services Manager

= User Visibility -
Custom LLNL app for
end user visibility and
control
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Questions?
I e

THANK YOU!
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