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DHCP, Briefly ...

* DHCP

— Facilitates network access

— Provides clients with network configuration
information

RFC 2131: The Dynamic Host Configuration Protocol (DHCP) provides
configuration parameters to Internet hosts. DHCP consists of two
components: a protocol for delivering host-specific configuration
parameters from a DHCP server to a host and a mechanism for
allocation of network addresses to hosts
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DHCP At ORNL

- ISC DHCP

- Registered devices get static address
assighments

* “Home base” ... can roam

* Subnet pools defined to allow registered
clients to roam from subnet to subnet
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Defense In Depth (DID) 2006

* Method to segregate systems that were non-
compliant

* Examples
— Approved Operating Systems
— Vulnerabilities
— Registration system mismatches
* Invalid property no.
— Configuration

* Are they checking in with patch server

* Does CorelT have Access

OAK RIDGE NATIONAL LABORATORY T~

U. S. DEPARTMENT OF ENERGY UT-BATTELLE
4




Isolation

* Use DHCP to isolate systems
— 94-95% of desktop systems using dhcp
— Percentage will only increase
* July 1, dhcp becomes requirement

* Experience with using DHCP to isolate

systems

— NetdJail / Autoreg

* DHCP hands out phony DNS server to
“unknown” hosts
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Quarantine ...

* Quarantine — DHCP is used to isolate
a hon-compliant system from the rest
of the network

* The user is given a chance to
remediate or “heal” their system
from this state

- Self-remedy, doesn’t require IT
intervention

* User can fix themselves outside of
business hours
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Quarantine Process

* 3 “phases”

° Quarantine: Initial phase
ﬁﬁﬁfggtgnssubnet pool, heavily filtered network,

* Remediation: Healing Phase
v §ﬁgarate subnet pool, filtered network, regular

* Parole: As far as DHCP knows, you’re back
to normal

—These devices are marked in our database for
review by our parole officer

OAK RIDGE NATIONAL LABORATORY /\<—\

U. S. DEPARTMENT OF ENERGY UT-BATTELLE
7




Thrown In The “Pool”

* DHCP address
manipulation

— Extra subnet Pools
defined for Quarantine
and Remediation

* DHCP Subnet
128.99.212.0

* New subnets added to
dhcp

—10.8.212.0 Quarantine
—10.9.212.0 Remediation
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DHCP Configuration

" RARR AN SARERIS SIss e dRop ey thelr

* Protect the rest of us!

—DHCP Allow, denY rules placed on subnet pools
Quarantine : Only interfaces in class “quarantine”

Remediate: Only interfaces in class “remediate”

Other pools: Deny quarantine, remediate

Had some experience with these before: known, unknown
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Starting A Quarantine

- Quarantines initiated through
NACmgr application

- NACmgr allows you to specify
reason for quarantine

- Most likely, the user already
knows why

» Authorized Users perform the
Quarantine

- Division security officer requests,
Cyber Security
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/= NACmgr: - Windows Internet Explorer
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0 o-nacmar | | far - Bl - dsh - |- Page - (T Tools ~

NAC Manager

BETECTIVE AND POLICY ENFORCER

Cak Ridge Mational Laboratory's
Metwork Access Control Manager

Polling** Access Control“s Check Reg™ Help

Network Config %

Network Access Control Manager

Search for Network Registration (NetReg) Records -- for Access Control

Only-one field iz required.
All records are retrieved from NetReg databaze

access controi Type | N - |

Device Name jd engar

MAC Address l _Eﬂtj

IP Address |

Organization ID (8 char) l
reSetj Elack] Search Logs ] search

ORML Home | Meffools | Magioe | WMMC | MNetReg | Home [ o
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gl 1220
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/= NACmgr: - Windows Internet Explorer

515 hd I'D" https: /nacmar.ornl. o sec-cai-binfcgivwrapfnacmor MACmgr . cgi

File Edit “iew Favorites Tools  Help

'{n‘f ‘iﬁ = NA&Cmgr: |

Verify Access Control

- - s - b Page - | Tooks -

Requested Access Control: QUARANTINE

Device Name Metwork Interface |P Address

DENGAR 00.00.56.E0.21.F0 160.091.216.043 ACTIVE ACTIVE

Give Access Control Reasons

Choo=se from this fizt and/or enter cther reasonziremediez
™ not DID Compliant

™ Overdue Vulnerabilities

[ Contaminated with virusiworm

¥ Other (detail below)

Other Reasonis) for Access Control

Device Status IF Status Owner

T46268

improper registration

Other Remedy(s) for Access Control

no property # iz listed in the network registration svystem

The "Other' text fields together cannot be more than 1022 characters

TES&t! Elackl Continue I

ORMLHome | MefToole | Magioe | MNMC | MetReg |

Home -

IBStartl {0 pres - OpenOffice.o... ”,”ENACmgr: - Window. ..

-
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Database, DHCP Changes

* Interface status set to Quarantine

* Emails sent to owners, sysadmins, division
security officer(s)

* DHCP regularly polls database
—3-5 Minutes
— Checks interface status

/\<—\
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Entering Quarantine

* Once you’re in the quarantine groupin?, the
gglgl place you can%o Is In the quarantine
—Forced to 10.8.x.x address
— Initially, solely dependent on lease

* Includes all subnets
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“Give Me My OIld Address!!”

M%(?B %4§32£8XV|ghXCQd:.QD (?(n%wnl eCaageIQ;O DHCPREQUEST for x.x.x.x (x.x.x.x) from

May 23 13:50:33 x dhcpd: [ID 702911 local7.info] DHCPDISCOVER from 00:90:96:fb:83:a8
M%@Bé %55%34 X Qc d: [ID 702911 local7.info] DHCPOFFER on 10.8.88.252 to

118969, 15 B0 bR 853" (g ol DHOPREQUEST for 10.8.88.252

Mﬂl)&ag ?40559334 X gc d; [UIDa7XO)2(9X11 local7.info] DHCPACK on 10.8.88.252 to
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Changes Along The Way

* Previ X le w f
- E:)IllJ enltovl\fﬁoesea[ggs% h%%l cr)un
_Q
—/~ * Now, client' scport is bounced
" st do DHCPDISCOVER
di‘
)
o
rf
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File Edit Miew Faworites  Tools  Help

. B - @ = |k Page ~ ;_'fij-Tu:ucuIsv ?
=

TE G @ QUARANTINE | |

. Computer and Network Security

Your network access is

Quarantined

This device has been quarantined due to one or more cyber security issues.

Proceedtns  Remediation |

or Contact HelpLine for assistance

241-0RNL (241-5785)

=
key - WordPad | [ pres.ppt - Op...l E QUARANTINE Ij & QUARANTINE... & Inside ORML: | P cetusa.cs.utk...! 2« &= gl & 11:52 Py
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Quarantine DNS

* DNS Server we push only resolves to
quarantine web page

Yahoo.com

Microsoft.com > Quarantine Web
Google.com

Aol.com
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Quarantine Characteristics

 Heavily Filtered Network
— Quarantine Page Only

« Every network has these
pools defined

* Prevents roaming
* Wireless

* Network Registration
locking
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/= Search Network Registration Database - Windows Internet Explorer

&5 - l—N— https:finetreq. arnl.gov/sec-cgi-bin/cgivwrap)dns/search, cgi LI g |E’-' iE| ;.._ Search |}E:,—|

File Edit Wiew Favorites Tools  Help

"I:? 4&' - Search Metwork Reqgistration Database | | @ - E r @ - ]L%Page - .@ Tools =
Oak Ridge Nahonal Lab' — : B

.
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Brought o you by

Information Technology Services Division

Search Network Registration Database

1 devices
1 total records
— 1 Pages —

.;;'- dengar

Galert. | Device : Sysmar's Device Last = DHCP ODHCP
N ‘ Serial# | OS5 Type ‘ Division ‘ Building C ¢ Interface# | MAC Address At el IP Address St IP Name
1 | | | | 2007- | |
& |DENGAR 4FB1Q351 WINDDWSiS{J25511T|T4EZEB iEEDU 0o 00.0D.56.E0.21.F0 |DE 51 160.91.216.43 Ready |dengar.orml.gov |
: | |

First zelect what to do, and then to what.
reLoad | Return | !DQWhaf? L!iTUWhE't?LI Continue |

Missing a To What item? Make sure that the object
type is an output field.

Email output to !ZCL@ornI.gov send ! Back |

_ the Fac orcall Helpg'le_at 241—ORN241—E?55_

For uestinns t
ORNL Home

If vou should encounter an error or bug. please report it.
NETREG.5.6

IBStartI I@SEarch Metwork ... EER T elea i N B C:\WINDOWSRSgSt...' 3 2 windows Explo...~| [ pres - OpenOffice. .. ! E|« HEgal] 2.1z em




/= Search Network Registration Database - Windows Internet Explorer

&5 - l—N— https: jinetreq. ornl. gov/sec-coi-binfcgivrap/dns/search. cgi L! 5 |i¢' i£| ;.- Search ',E :*_|

File Edit Wiew Favorites Tools  Help

"I:I? 4&' - Search Metwork Registration Database | | ﬂ'} - E r @ - ]L%Page - .@ Tools =

Search Metwork Reqistration Database ;J
https:fnetreq.ornl. gov)sec-cai-bin/caivrap/dnsfsearch.cai sk

Information Technology Services Division

Brought o you by

Search Network Registration Database

1 devices
1 total records
— 1 Pages —

.;;'- dengar v

: m 5 | Sysmar's Device ‘ Last | DHCP DHCP ‘

7{ Serial # | 0S5 Type ‘ Division Bad Building Co Interface# | MAC Address active | Lease | IP Address ‘ Status | IPH
[ [ e | A i [ g

QUARANTINE | DENGAR:\4FB1051 WINDOWSiEDZSEHT 746268  |5600 001 iUﬂ.UD.EE:EU'.21.Fﬂ" ﬁg__”; ‘mﬂ 91216 43|E‘”rt dlDENGAF{-

Firzt select what to do, and then to what.
reLoad | Fieturnl ;DQWhaf? :JITgWhaf?_:_l Continue |

Missing a To What item? Make sure that the object
type is an output field.

Email output to iZC L&ornl gov send i Back I

the FAQ_or call HelpLine at 241-ORNL (241-6765).

For crigstions

If vou should encounter an error or bug. please report it.
NETREG.5.6

« ! _>Fl

Efﬂtartl I@SEarch Network ... BERR R =1e N B C:\WINDOWSRSySt...! 3 2 windows Explo... | {5 pres - Openiffice. .. ! E|« AESg®ll] 221 M




Decisions, Decisions, Decisions...

et very familiar with the
uarantine web page

* Fix yourself: Proceed to
remediation button

» Call HelpLine e
* |gnore Us o
— After two weeks device is
blocked
— Before quarantine, probabl
would h% een bl'%c ked y
anyway
— Nicer
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File Edit ‘Wiew Favorites Tools  Help

TE G @ QUARANTINE | | S - B - o v sbPage v (pTooks v

=
- . Computer and Network Security

Your network access is

Quarantined

This device has been quarz

tined due to one or more cybeRsecurity issues.

A

Aroceedto  memediation |

or Xontact HelpLine for assistance

A ORNL (241-5785)

=
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/= Remediation - Windows Internet Explorer !E

n:_;; hd ig, https: jiquarantine. ornl. gov'sec-cgi-binfcgiwrap/hlmfrermediate. cgi L! 5 Itf' :il ;"- Search 'E "_l

File Edit Wiew Favorites Tools  Help

w4 (& Remediation | |

- - @ - @Page - -@Tnnls -
=

Computer and Network Security

Remediation

SAVE THIS PAGE TO YOUR DESKTOP FOR FUTURE REFERENCE BEFORE PROCEEDING

Note: It can take up to 5 minutes before you are able to proceed

éThis device has been placed in QUARAMNTINE status

!Reaso = oper registration
!R cno property & is listed in the network registration system

Once these issues are addressed you ma].f_clic:k Request Removal and your computer access will return to normal and yaur case will be reviewed by Cyber Security. 4 device in
REMEDIATION status longer than 24 hours is subject to being blocked

More information can be found on V3WEB http:fhome.ornl. gow-~vs4/prod
Forassistance or questions, please contactthe HelpLine at (865) 241-0ORMNL.

Mate: If you browse away from this page or have to reboot this device to apply fixes, you can returm to this page by going to httpS:Hremediatibn.nrnl.gqu from this device.

Request Removal

=
g BE 2:11 e

E*Stﬂftl I@Remediatiun - Wi... BERRETATE S B C:\WINDOWSRSySt...! (3 2 Windows Explo...~| {5 pres - OpenOffice. .. ! 7 |« ¥




“Remediation”

* CGI page tells you why you are
not compliant
- IP used to identify device and pull

s eC| |c reasons on why device was —
blocked

* User probably already knows

* Purpose of stage: Fix the issue
which is causing the system to
be non-compliant

* 10.9 address space
—3-5 minutes 10.8(q) --> 10.9(r)
— Lease times, 30 seconds
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“Remediation”

* Allow, deny rules on poals
make sure onlgl devicges in
remediation can get into
10.9.x.x address space

* Emails sent to owner, .
sysadmin, security officer

* Regular DNS

— Go where you wan} to so
you can fiX yoursel

— Purpose of remediation is to
heal

" RS RS R any
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“Remediation”

- Less restricted, but Still painful

— Still filtered
* No email, SAP

 Fix problem, one click

- User told to save page to desktop if they need to
reboot and still wanfto look at problem’list

- Hurry!
- 1 day limit, then block
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/= Remediation - Windows Internet Explorer !E

| b ig, https: jfquaranting, ornl, gov/sec-cgi-binfcgiverapblmfremediate, cgi L! 5 [+4 | i A ;--— Search
oy e s—

b

File Edit Wiew Favorites Tools  Help

w4 (& Remediation | |

- - @ - @Page - -@Tnnls -

Computer and Network Security

Remediation

SAVE THIS PAGE TO YOUR DESKTOP FOR FUTURE REFERENCE BEFORE PROCEEDING

Note: It can take up to 5 minutes before you are able to proceed

| This device has been placed in QUARAMTINE status

!Reason: improper registration

!Remedyr: no property # is listed in the network registration system

Once these issues are addressed you ma].f_clic:k Request Removal and your computer access will return to normal and yaur case will be reviewed by Cyber Security. 4 device in
REMEDIATION status longer than 24 hours is subject to being blocked

More information can be found on V3WEB http:fhome.ornl. gow-~vs4/prod

Forassistance or questions, please contactthe HelpLine at (865) 241-0ORML.

Mote: If you browse away from this page or have to et this device fo apply fixes. yvou can return to this page bygoing o httpS:Hremediatibn.nrnl.gqu from thiz device.

Request Removal
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/~ Remediation - Windows Internet Explorer

@ - ig, https: jfquaranting, ornl, gov/sec-cgi-binfcgiverap/hlmrequest. coi ;I g iif' |E| !..-— Search |,E i:|
File Edit Wiew Favorites Tools  Help
W (& Remediation | | @ B - @ = @F‘age - .@ Toal i

Computer and Network Security

A request to unquarantine your device has been sent.
It can take up to 5 minutes before this device is restored to normal operation

Contact HelpLine for assistance

241-0RNL {241-6765)

=

c:1 C:\WINDOWSRSgSt...' 3 2 windows Explo... | {5 pres - Openiffice. .. | Z « B S 215 pm
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“Parole”

* Email generated to inform user, sysadm,
division security officers of new status

* DHCP -- Back to normal
— Old address restored
—3-5 Minutes

* Queued up for scan
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Parole Emall

Date: Mon, 02 Apr 2007 11:16:30 -0400 (EDT)
~helpline@ornl.gov

lowayj@ornl.gov
Subject: PARC or Device OKIMO

Device OKIMO has moved to PAROLE status.
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“Parole” Characteristics

* Not really anything special

— Reqular address
—DNS, DHCP back to normal
* No filters to speak of

* Parole officer can check
out NACMgr to see list of
paroled devices
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/= NACmgr: - Windows Internet Explorer

5:; - iC"’ https: /fnacmar.ornl. govsec-cai-binfogivwrapfnacmor MACmor  cgivexec_form=block,
o, S

File Edit Wiew Favorites Tools  Help

'1':? ﬂﬁi' = MACmagr: | |

TECTIVE AND FOLICY ENFORCER

Cak Ridge Mational Laboratory's
Metwork Access Control Manager

Network Config “& Polling™ Access Control“s

Network Access Control Manager

Only one field iz required.
All records are retrieved from NetReg databaze

Access Control Type

Device Name |

MAC Address I .*;Etj

IP Address |

Organization ID (8 char) I
reSet; Elack' Search Logs I searchj

Search for Network Registration [NetReg) Records -- for Access Control

ORNLHome | WMeffoole | Magioe | MNWMC | MNetReg | Home

E#Startl l @ NACmer: - Windo... % winscp I BN CumINDOWSsyst, .. | (20 2 wWindows Explorer «| (o) pres - OpenOffice. .., ! El| !« ST 2:25 PM




Help!

- At any time, quarantined folks
can call the HelpLine

* Helpline has access to NACMgr
to move to the various states

* So far, the user doesn’t really
seem to need it

LA el el
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Quarantine --> DHCP-Blocks

 Starting the process
Initiates a timer...
— Quarantine: 14 days
— Remediation: 1 day

* After then, you are dhcp-
blocked

* Emails sent out

— User might not be in a state
O rea em

* NACMgr can also directly
do dhcp-blocks
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DHCP-Blocks, after the Quarantine

* DHCP Configuration
manipulate

— Group noboot {deny
booting;}
— By interface

— DHCP routinely updated by
information in database

* Client doesn't get an Ip
address from DHCP
server
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DHCP-Blocks

* Normally, the dhcp client
does not appreciate this
turn of events

* Generate lots of logs,
traffic

* User sometimes thinks
something is wrong with
the system
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DHCP Blocks -- Logs

May 23 11:51:36 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER
from 10:92:96:fb:83:a8 via 160.7.7.7: booting disallowed

May 23 11:51:36 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER
from 10:92:96:fb:83:a8 via 160.7.7.7: booting disallowed

May 23 11:52:12 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER
from 10:92:9
May 23 11:52:12 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER

6:1p:83:a8 via 160.7.7.7: booting disallowed

from 10:92:96:fb:83:
May 23 11:52:17 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER

8 via 160.7.7.7: booting disallowed

from 10:92:9
May 23 11:52:17 dns dhcpd: [ID 702911 local7.info] DHCPDISCOVER

6:10:83:a8 via 160.7.7.7: booting disallowed

from 10:92:96:fb:83:a8 via 160.7.7.7: booting disallowed
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First test..

* Someone had to be first

— Initially, 12 devices were
guarantined

* Within 1 day , all but one

of the devices doing
DHCP and on the

network had entered
quarantine
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Oops!

* One escaped because a subnet had been
oveIrI(;oked (no quarantine and remediation
pools

— That one was caught the next day
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First test ..

* Eventually, All of the folks doing dhcp were
successfully quarantined

—Only 1 called HelpLine
* Quarantined devices made it to parole

* A few (3-4) went to block status
—Not on network

* Check NACMgr to see where the devices
are at in the quarantine process

/\<—\
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Checking Up

* NACmgr can be queried to see
where the devices are at In the
quarantine process

* Can query on any of the
categories
— Quarantine
— Remediation
— Parole
— DHCP-Block
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/= NACmgr: - Windows Internet Explorer
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Cak Ridge Mational Laboratory's
Metwork Access Control Manager

Polling** Access Control“s Check Reg“» Help

Metwork Config o8

Network Access Control Manager

Search for Network Registration (NetReg) Records -- for Access Control

Only-one field iz required.
All records are retrieved from NetReg databaze

access controi Type | - |

Device Name ESUETELITE
R
MAC Address LSUBsEIIE
Port B
DHCP Bloc
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/= NACmgr: - Windows Internet Explorer

—
@ Mol 1':'-" https: /nacmar.ornl. o sec-cai-binfcgivwrapfnacmor MACmgr . cgi
i

File Edit Wiew Favorites Tools  Help

ﬁ ‘f'ﬁ"? = NA&Cmgr: ] I

_v_”i%_' 2R ] Search

- rg:g » |5k Page « {0 Tools: =

B

NAC Manager

DETECTIVE AND POLICY ENFORCER

Cak Ridge Mational Laboratory's
Metwork Access Control Manager

(o Access Control“s

Metwork Ccrnﬁg(':‘- Folling
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Quarantine Logging

. NACmPr has table for device
status

2 %Jp’c‘sf %pd‘a?/ '%%EE% digte cgi
qe uarantipe --> remediate,
late --> parole

' {Eevr%QOY”aﬁ%”p‘éSeer 87 tfan one

* Check to s‘ee if som one is
Cons stent x %ett* rown
Into Quara 0 same
ISsue

* Keep up with client activity
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Remedy: Instructional aids for becoming compliant with DID
requirements can be found at
https:isharepoint arnl. govinctdicis/DID-2006/docs/default aspx.
¥ou can also contact the Helpline at 241-0RML for assistance,

This device has been placed in QUARANTINE status

Reason; The network device named JAMESTEST reqistered to
JAMES C CALLOWAY(746268) has been quarantined due to
non-compliance with Defense In Depth (DID} requirements. You
2007-05- can determine the requirement(s) for which the device is not
|JAMESTEST |0C.0C.0C.0C.0C.0C (746262 |QUARANTINE |03:02:51:06 |COMPliant by accessing the Individual Cyber Security Report
| | T by ZCL (iICSR) at hitps:ihome. arnl. gov/s ec-cagi-

binfcaiwrap/~csp/prodicsr.cagi and entering the badge number
ofthe device owner.

Remedy: Instructional aids for becoming compliant with DID
requirements can be found at

https:iisharepoint.ornl. govinctd/cis/DID-2006/docs/default aspx.
|¥ou can also contact the Helpline at 241-0ORML for assistance.

12007-05-
|JAMESTEST [0A0ADADADADA (746262 |REMEDIATE  |03:08:51:29 User has clicked the button to proceed to remediation
by zcl

2007-05-
[ JAMESTEST [0B.0B.0B.OB.OB.OB (746268 |REMEDIATE |03:08:51:30 |Userhas clicked the button to proceed to remediation
by zcl

2007-05-
|JAMESTEST (0C.0C.0C0C0C0OC 746268 |REMEDIATE (03:08:5% LIser has clicked the button to proceed to remediation

[JAMESTEST [0A.DA.DADA.DADA | 746268 |PARCLE 0088 User says they are ready to be paroled

2007-05-
[JAMESTEST |0A.DADADADADA (748268 |PAROLE 03:08:51:38 |User says they are ready to be paroled |

‘]: . . [by zcl | Ll_vj

Jt!Startj @ QLIﬂR.-'-‘«NTINE...“ ENACmgr: - ... 22 wWindows ... - g zcl - zo@vavi... | [ pres - OpenO...J E;-« wl o gdf gl 1:29pm




DHCP Requirement

Doesn't work for people not doing
DHCP
* 93-95% of our devices do DHCP

a

Iready
— Upcoming requirement

* If we need to, Port block

KEEP OUT

/\<—\
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Quarantine, In the end...

— Ability to self-remedy
— Fix yourself on weekends, nights

* ORNL's Kinder, gentler block a.:\ﬁ
L X

* More informative to the user

* Can usually fix themselves and return
to normal in 10-15 minutes

— Patches
— Network registration problems
— Security requirements

* Review by parole officer
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Questions ?
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Supplemental Slides
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ORNL DHCP

host randomhost {
hardware ethernet aa:aa:aa:aa:aa:aa;
fixed-address 128.214.22.11;
option host-name “randomhost”;

option domain-name "ornl.gov";
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DHCP Classes

class "remediate" {
match hardware;
default-lease-time 30;
max-lease-time 30;
option domain-name-servers 16.91.130, 16.91.86.16;

J

class "quarantine" {
match hardware;
default-lease-time 30;
max-lease-time 30;

option domain-name-servers 16.91.1.162,
16.91.86.17;

J
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Shared Network, regular subnet

shared-network GE216-219
subnet 160.91.216.0 netmask 255.255.252.0 {
authoritative;
option domain-name "ornl.gov";
option routers 160.91.216.1;
option subnet-mask 255.255.252.0;
option broadcast-address 160.91.219.255;
pool {
allow known clients;
deny members of "quarantine";
deny members of "remediate";
range 160.91.219.2 160.91.219.127;
default-lease-time 3600;

max-lease-time 10800;

}
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Shared network, Autoreg subnet

subnet 10.1.216.0 netmask 255.255.252.0 {
authoritative;
option domain-name "ornl.gov";
option routers 10.1.216.1;
option subnet-mask 255.255.252.0;
option broadcast-address 10.1.219.255;
# AutoReg
pool {
allow unknown
deny members of "quarantine

deny members of "remediate";
range JUL 216 32 10. 1 216. 47

max- lease time 900;
option domain-name-servers 160.91.86.7, 160.91.1.62;
option netbios-name-servers 160.91.86.7, 160.91.1.62;
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Shared network, Quarantine

subnet 10.8.216.0 netmask 255.255.252.0 {
authoritative;
option routers 10.8.216.1;

option broadcast-address 10.8.219.255;

pool
allow members of "quarantine";

range 10.8.216.2 10.8.217.252;
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Shared network, Remediate

subnet 10.9.216.0 netmask 255.255.252.0 {

authoritative;

option domain-name "ornl.gov";

option routers 10.9.216.1;

option broadcast-address 10.9.219.255;

option domain-name-servers 160.91.1.62, 160.91.86.7;

allow members of "remediate";

range 10.9.216.2 10.9.217.252;
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Quarantine > Remediation

MBS PR OB BB SR 1) RSB QU 104585252
© RYRR A ek SheRdilin d99 dgiacal infol DHCPOFFER on 10.9.88.252 to
MRS B RS B R0 e i05R R G RQUEST for 10.9.88.252

B N R B A TR s P d9891Jglgcal?.info] DHCPACK on 10.9.88.252 to
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Remediation = Parole

May 23 13:57:32 ns1 dhcpd: [ID 702911 local7.info]l DHCPREQUEST for 10.9.88.252
from 00:90:96:fb:83:a8 via bge0: lease 10.9.88.252 unavailable.

May 23 13:57:32 ns1 dhcpd: [ID 702911 local7.info] DHCPNAK on 10.9.88.252 to
00:90:96:fb:83:a8 via bge0

May 23 13:57:37 ns1 dhcpd: [ID 702911 local7.info] DHCPDISCOVER from
00:90:96:fb:83:a8 via 160.91.88.2

May 23 13:57:38 ns1 dhcpd: [ID 702911 local7.info] DHCPOFFER on 160.91.89.63 to
00:90:96:fb:83:a8 (dengar) via 160.91.88.2

May 23 13:57:38 ns1 dhcpd: [ID 702911 local7.info] DHCPREQUEST for
160.91.89.63 (160.91.1.30) from 00:90:96:fb:83:a8 (dengar) via 160.91.88.2

May 23 13:57:38 ns1 dhcpd: [ID 702911 local7.info] DHCPACK on 160.91.89.63 to
00:90:96:fb:83:a8 (dengar) via 160.91.88
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Quarantine >14 days

Date: Fri, 30 Mar 2007 11:40:39 -0400 (EDT)
From: helpline@ornl.gov

To: callowayj@ornl.gov
Subject: Device JAMESTEST has been DHCP-BLOCKED

Device JAMESTEST has been in QUARANTINE for longer than 14 days.
The status has been changed to DHCP-BLOCK.
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