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Conceptual VoIP Deployment:
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VoIP Phones for the Secure ICN:
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VoIP Phones for the Secure ICN:

7940G IP Phone                 Cisco 7960G IP Phone           Cisco 7970G IP Phone 
Display Call State Icons {       Non-Secure,       Authenticated,       Encrypted (AES-128) }

Cisco                 L-3 Communications          
7985G Video IP-STE

Non-Secure

i.e. - No 
Authentication 
or Encryption

Non-Secure

Secure     
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Internal & External VoIP Call:
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Internal & External VoIP Call:

Phone 1  
(C ll ) Voice Media

Phone 2
(C ll d)(Caller) Voice Media

RTP (sRTP)
(Called)

9

1
Signaling

SCCP (SIP)

4, 8 5 6
Signaling

SCCP (SIP)

2

3, 7

( )

Inter Cluster

( )

Local 
CallManager 

CCM 1

Remote
CallManager

CCM 2

Inter-Cluster 
H.323 (SIP)

Trunk
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TLS Used for Authentication & Encryption:
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Transport Layer Security Protocol (TLS)

TLS Used for Authentication & Encryption:

Transport Layer Security Protocol (TLS)
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X 509 C tifi t S lf Si d / C tifi t A th it
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X.509 Certificate: Self-Signed / Certificate Authority:
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Digital Signatures:
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Digital Signatures:

Applications:Applications:

- X.509 Cert Thumbprints

- Packet AuthenticationPacket Authentication
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TLS Based Client Server PKI Support:
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TLS Based Client Server PKI Support:
Key Events:

Initiating a TLS Session
Client Server

Client Server Authentication with TLS

Tag #3 - Server sends 
X.509 Certificate to 
Client

1

2

ClientHello

ServerHello

TCP/ IP Connection

Client

Tag #6 - Client sends 

3Certificate

4CertificateRequest

5ServerHelloDone

(Server Public Key)

X.509 Certificate to 
Server

6 Certificate

7 ClientKeyExchange

8 CertificateVerify

(Client Public Key)

(Client Session Key)
Server Public Key Encryption

(Client HMAC )
Server Public Key Encryption

Tag #7 - Client sends 
Shared Secret Session 

9 ChangeCipherSpec

10 Finished

11ChangeCipherSpec
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Encryption Algorithm for Cisco 79xx IP Phone:
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Encryption Algorithm for Cisco 79xx IP Phone:
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Shared Secret Exchange (AES 128 Encryption):
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Shared Secret Exchange (AES-128 Encryption):
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Allocating Resources Conference Bridges:
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Ad-Hoc DP No Ad-Hoc DP

Allocating Resources – Conference Bridges:

Ad-Hoc DP

Internal
Conference

Conference MRG

CallManager
Subscriber A CallManager

No Ad Hoc DP
No Assigned Media 
Resource Groups 

(MRGs)

Conference
 Bridge Subscriber B

Call 
Process 
Signals

Call 
Process 
Signals

Conference
                Call
                  Voice 
                       Path

VoIP STE
without

Conference Call 
Support

Cisco 7970 IP Phone
with

Ad-Hoc Conference 
Calling Feature

at

Voice Path
Phone-to-Phone 

Note: 
The Null Media Resource
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Dial Restrictions Using Calling Search Spaces:
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Dial Restrictions Using Calling Search Spaces:
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Call Flow with Calling Search Spaces (CSS):
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External Trunks PT

Unity VM Subscribers PTUnity VM Subscribers CSS

Unity VM Subscribers PT

The Null Partition Is

Call Flow with Calling Search Spaces (CSS):

Unity VM Non-Subscribers
   • Cisco 79xx Video Phones
       ▪ Device Security: Non-Secure
• Cisco 79xx IP Phones

Unity VM Non-Subscriber CSS

Unity VM Non-Subscribers PT

Hunt List
• Directory Numbers
• Encrypted Device Security

Line Group

Unity Voice Mail Ports
y

Unity VM Ports PT

N ll P titi
Null CSS

Null PT

Accessible by All CSS

Cisco 79xx IP Phones
       ▪ Device Security: 

- Authenticated / Encrypted
  • Non-Cisco Phones
       ▪ Non-Secure / Secure Mode

Unity VM Non-Subscribers PT

Hunt Pilot
    • Voice Mail (VM) Directory Number

Unity Pilot Number PT

Unity VM Subscribers CSS
Unity VM Ports PT Null Partition¶

• Accessible by All CSS
  • VoIP Phones without a CSS
  • No DN Auto-Assignment¶
 • No Administratively Assigned DNs            

Null PT

Log Out Profile
Logged Out CSS

Logged Out PT

External Trunks CSS

Unity VM Non-Subscribers PT

Unity VM Subscribers PT

Unity Pilot Number PT

External Trunks PT

Unity VM Non-Subscribers PT

Unity VM Subscribers PT
Log Out Profile

   • Extension Mobility Service
     ▪ Cisco 79xx Video Phones (Non-Secure)
     ▪ Cisco 79xx IP Phones (Authenticated)
     ▪ Includes Access to VoIP Help Desk

Logged Out PT

Inter-Cluster Trunks
         • H.323 / SIP Protocol Suites
         • To External Like Systems
         • To External Video Conferencing

External Trunks PT

Unity Subscribers
     • Encrypted Device Security
     • Cisco 79xx IP Phones

Unity VM Subscribers CSS

Unity VM Subscribers PT
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Security Layer 1 Voice Mail (VoIP & Web):
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Security Layer 1 - Voice Mail (VoIP & Web): 
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Something New for Discussion: STE Portal
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Something New for Discussion: STE Portal
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Basic Security Threats:

U N C L A S S I F I E D

High Threat Level: Knowledgeable inside personnel motivated to gather 
or destroy sensitive information. 

Basic Security Threats:

Solution: 1. Secure ICN Administrative Controls

• Prohibited Workstation Software 

• Unused Port Controls

• Network Controls

2. CallManager & Unity Administrative controls 

3. User Training & VoIP Support Staff

Low Threat Level: Unauthorized personnel motivated to gather or 
destroy sensitive information.

Solution: Mitigate using existing physical access controls.
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Insider Threat: Man in the Middle Attack
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Gateway Router VoIP
Phone

Ethernet Switch Based
Man-in-the-Middle Attack

Insider Threat: Man-in-the-Middle-Attack

Ethernet
Switch

L-2 Spoofed ARP Replies
(Attack MAC = IP of Phone)

L-2 Spoofed ARP Replies
(Attack MAC = IP of Router)

L-3 Router to Phone Packets
(Route MAC to Attack MAC)

L-3 Phone to Router Packets

(Attack MAC = IP of Router)

L-3 Router to Phone Packets
(Attack MAC to VoIP MAC)

L-3 Phone to Router Packets

`
Attacking 

Device

(Attack Mac to Router MAC)
L 3 Phone to Router Packets
(Phone Mac to Attack MAC)

Attack Device Relays Packets:
L 3 Router to Phone
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VoIP Risk Mitigation
Best Practices:

Description of Threats:Description of Threats:
• Unauthorized Access

• Digital Snooping / Electronic Eavesdropping

• Denial of Service

• System Failure / Security Controls Failure

• Malicious Software / Code• Malicious Software / Code
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Major Category: Unauthorized Access

Threat - Default Password
- Guest AccountGuest Account

Vulnerability Default password provides 
access to CallManager Operating 
S tSystem.

Recommended Mitigation Remove Guest Account.
Upon setup, change the default 

d f th C llMpassword of the CallManager 
servers to a strong password. 

Probability Before Mitigation High

Probability After Mitigation Low
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Major Category: Unauthorized Access

Threat HTTP attack

Vulnerability Unsecured web server interfaces 
/ services

Recommended Mitigation Use HTTPS.  Restrict use of web 
interface to administrator 
accounts.
Allow no remote access.

Probability Before Mitigation Medium

Probability After Mitigation Low
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Major Category:
Digital Snooping / Electronic Eavesdropping: #1

Threat ARP Cache Poisoning
(Enables rerouting of voice and data traffic)

g p g pp g

( g )

Vulnerability Capability for unauthorized physical 
connection to the network.

Recommended Mitigation Keep all components of the system in areas 
with restricted physical access.  Disable all 
unused network connections to this VoIP 
network This includes the VoIP phone’s PCnetwork. This includes the VoIP phone’s PC 
port when possible.  Configure the phones 
to support the authorized Security Level.  

P b bilit B f LProbability Before 
Mitigation

Low

Probability After Low
Mitigation
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Major Category:
Digital Snooping / Electronic Eavesdropping: #2g p g pp g

Threat Phone Traffic Attacker
Vulnerability Netmask vulnerabilityVulnerability Netmask vulnerability.
Recommended Mitigation -Keep phones in secure 

locations or require login for 
lti d ltimulti-user and multi-person 

security areas.                  -
CallManager will only 
interoperate with known MACinteroperate with known MAC 
addresses with known IP 
addresses. Includes        
- Administrative software andAdministrative software and  
unused port controls.

Probability Before Mitigation Medium
P b bilit Aft Miti ti LProbability After Mitigation Low
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Major Category:
Digital Snooping / Electronic Eavesdropping: #3Digital Snooping / Electronic Eavesdropping: #3 

Threat Man-in-the-Middle Attack: 
DHCP i tiDHCP server insertion

Vulnerability Reliance on DHCP server for IP 
addresses.

Recommended Mitigation - Monitor the network for the 
presence of Rogue DHCP 
servers.
- Static IP Addresses for all Major 
VoIP Components

Probability Before Mitigation Mediumy g
Probability After Mitigation Low
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Major Category: Denial of Service #1

Threat CPU Resource Attack
( ith t t i f ti )(without any account information)

Vulnerability Capability for remote terminal access to 
the server.

Recommended Mitigation Keep CallManager Operating System 
patches up to date.  Provide firewall or 
access list controls to restrict network 
access to CallManager server.  Monitor 
the voice network for DOS attacks.

Probability Before Medium
Mitigation
Probability After 
Mitigation

Low
g
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Major Category: Denial of Service #2

Threat Password Account lockout
Vulnerability System lockout after several incorrect 

login attempts.
Recommended Mitigation CallManager and Unity Related Servers will g g y

be kept in a Vault or Vault Type Room with 
restricted access to the console port.  
Remote Browser / Terminal access to the 
C llM U it d l t d illCallManager, Unity and related servers will 
be restricted via the use of firewall controls 
and user logins.

Probability Before MediumProbability Before 
Mitigation

Medium

Probability After 
Miti ti

Low
Mitigation
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Major Category: Security Controls Failure

Threat Unstable System
Vulnerability Software bugs.
Recommended Mitigation Keep backups and restore the prior 

working version of the system.g y

Probability Before 
Mitigation

Low

Probability After 
Mitigation

Low
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Major Category: Malicious Software / Code

Threat Server Compromised
Vulnerability Computer system/ network vulnerabilities  
Recommended Mitigation Implement virus protection software on 

servers. Locate servers behind a firewall 
in a Vault or Vault Type Room.  Provide 
the phone protections provided for the 
authorized Security Level.  Only allow 
authorized users access to the system.

Probability Before 
Mitigation

Low (System is physically isolated from 
external networks.)

Probability After 
Mitigation

Low
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Conclusion and Recommendations

This VoIP system is a logically isolated network within a closed systemThis VoIP system is a logically isolated network within a closed system. 

Connections to the internet or external telephone systems are encrypted. 

Administrative access is only available through the firewall protected 
servers, which are strongly password-protected.  

S t t ith k t i V lt V lt T R dSystem components are either kept in a Vault or Vault Type Rooms under 
rigid access controls to protect physical access to the system.  

The risk of confidentiality integrity or availability problems is lowThe risk of confidentiality, integrity, or availability problems is low.  

The most likely risk is an accidental denial of service attack from another 
machine on the same closed system.  Not a problem ( Not mission-critical ).
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Questions & Answers:
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